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1. BACKGROUND
1.1 Policy Statement

Where an external provider (the Provider) delivers Information Technology
services to Government, Government retains ownership of the data or
information that is related to the services delivered by the Provider, or which
becomes known or available to the Provider. Though the Government data may
be resident on the Provider's equipment, they have no rights concerning
Government information or data unless such rights are specifically conferred by
Government.

1.2 Rationale & Background

1.  This policy reinforces Agency obligations identified in three other
Government Policies on Information & Communication Technology,
being:

= Government Policy on Information & Communication Technology —

CTO/P3.1 Data and Information - Custodianship: Even though data
storage and management may transfer to a Provider, obligations as
specified in the policy on custodianship must still be carried out. Continued
ownership of the data (and its attendant custodianship) obliges the
contracting Agency (Agencies) to ensure that the obligations are carried
through.

= Government Policy on Information & Communication Technology —
CTO/P1.3 Governance - Intellectual Property Rights: Continued
Government ownership of data in an outsourced environment safeguards
the Governments data-ownership interests.

= Government Policy on Information & Communication Technology —
CTO/P4.2 Security - Privacy and Confidentiality: Continued ownership of
data obliges the contracting Agency (Agencies) to monitor adherence to its
obligations of confidentiality of data.

2. IMPLEMENTATION

1. In any outsourcing arrangement, Agencies must ensure that the Providers
are aware of Government’s continuing ownership of its data.

2. If the Provider is also designated as the custodian, the Agency (Agencies)
responsible for transfer must ensure that the Provider enacts and
monitors arrangements to adhere to the Government information
technology policies outlined in the References above (and any other
policies which identify obligations arising from data custodianship).
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