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1. BACKGROUND 

1.1 Policy Statement 

Contracts with external service providers must specify agency-approved 
information security policies and procedures and must contain provisions to 
indemnify the South Australian Government and its agencies against the 
outcomes of violations to the policies and procedures. While the service 
provider is the data steward, the Government continues to own the data and 
the agency retains the responsibility of custodianship of the data. 

1.2 Rationale & Background 

1. As the owner of its data, Government is obliged to ensure that the data-
steward in an outsourced environment meets the obligations of the 
Government Policy on Information Technology - Data and Information - 
Security and the obligations and principles laid out in Premier and 
Cabinet Circular no. 12. 

 
 
 

2. IMPLEMENTATION 

1. A data steward is a non-Government person or organisation who is 
entrusted with the management of Government data.  

2. The outsourcing contract must:  

� Identify the obligations of the data steward to prevent a breach of 
security occurring, in line with the standards specified in the S.A. 
Government Information Technology Security Standards - In an 
Outsourced Environment.  

� Provide remedies for the South Australian Government in the 
event of damage to assets belonging to the Government and the 
unauthorised access to, use of, or release of information which 
relates to:  

� the enforcement of a law of the Commonwealth or of a 
State or Territory  

� the personal affairs of any person  
� the protection of public safety  
� trade secrets and commercial information the disclosure of 

which could cause advantage or disadvantage to any 
person  

� any other information that would be exempted under the 
Freedom of Information Act 1992 from release.  
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